DOI: https://doi.org/10.53052/9788367652124.18

Kuanysh SYZDYKBAYEV!

Opiekun naukowy: Aigul SHAIKHANOVA?, Vasyl MARTSENYUK?

BADANIA I OPRACOWANIE ALGORYTMOW SZYFROWANIA
INFORMACJI TEKSTOWYCH W OPARCIU O SEKWENCJE
CHAOTYCZNE

Streszczenie: W artykule zbadano synergi¢ map chaotycznych i uczenia maszynowego
w szyfrowaniu tekstu, przedstawiajac algorytm wykorzystujacy dynamike¢ chaotyczna i uczenie
maszynowe w celu zwigkszenia bezpieczenstwa. Przeglada chaotyczne mapy, AES, Blowfish
i aplikacje do uczenia maszynowego, podkreslajac ich rol¢ w udoskonalaniu metod szyfrowania
tekstu.
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RESEARCH AND DEVELOPMENT OF TEXT INFORMATION
ENCRYPTION ALGORITHMS BASED ON CHAOTIC SEQUENCES

Summary: The paper investigates the synergy of chaotic maps and machine learning for text
encryption, presenting an algorithm leveraging chaotic dynamics and machine learning to
enhance security. It reviews chaotic maps, AES, Blowfish, and machine learning applications,
emphasizing their roles in advancing text encryption methods.

Keywords: chaotic maps, machine learning, text encryption, cryptography

1. Introduction

In recent years, the development of various cryptographic techniques has become
crucial to protect sensitive information, particularly medical data. Among these
techniques, the combination of chaotic maps and machine learning networks has
shown promising results. One study conducted by Lin et al. proposes a symmetric
cryptography technique that uses a chaotic map and multilayer machine learning
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network to secure physiological signal infosecurity, specifically electrocardiogram
data [1]. Similarly, Rupa et al. also explore the use of a deep learning-based chaotic
logistic map to secure multimedia data [2]. On the other hand, Liu et al. and Pan et al.
apply machine learning algorithms to intelligent encryption for digital information of
real-time image text and financial security system, respectively [3-5]. Zhou et al.
introduce a novel image encryption cryptosystem based on true random numbers
and chaotic systems [4]. Another recent work by He et al. proposes a new image
encryption algorithm that utilizes the Optimal Filter Long Short-Term Memory
(OF-LSTMs) and chaotic sequences to achieve high levels of security. The authors'
experiments show that their proposed algorithm is robust against various attacks and
outperforms several state-of-the-art image encryption methods [6]. Lastly, Ding et al.
present DeepKeyGen, a deep learning-based stream cipher generator for medical
image encryption and decryption. The authors use a convolutional neural network
(CNN) to learn the characteristics of medical images and generate a stream cipher
key. Their experiments demonstrate that DeepKeyGen provides strong security
and efficiency for medical image encryption and decryption compared to other
state-of-the-art methods in terms of security and efficiency [7]. Yan et al. also
contribute to the field by presenting a chaotic image encryption algorithm based on
arithmetic sequence scrambling model and DNA encoding operation [8]. These
studies demonstrate the significant potential of combining chaotic maps and machine
learning techniques for secure communication and data protection.

There have been various recent developments in the field of data security using
chaotic systems, machine learning, and other techniques. These methods have shown
promising results in terms of security and efficiency, and they are expected to play an
increasingly important role in the future of data security.

Image encryption has been extensively researched, while text encryption using chaotic
sequences and machine learning has received relatively little attention. This method
of encryption holds great potential in ensuring the security of sensitive data, especially
in the context of text-based data.

2. Chaotic maps used for encryption

There are several chaotic maps utilized for encryption, and these are the primary ones:

2.1. The logistic map

The logistic map is a one-dimensional nonlinear map that exhibits chaotic behavior
under certain conditions. It is defined by the equation:

x[n+1] = r Gn] W1 - x[n]) (D

where x[n] is the value of the variable at time 7, and r is a parameter that controls the
rate of divergence. The map is typically visualized by plotting the value of x/n]
VErsus A.

The logistic map exhibits a wide range of behaviors depending on the value of the
parameter r. For values of r less than 1, the map converges to a stable fixed point. As
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r increases, the map undergoes a period-doubling bifurcation, producing a periodic
orbit with a period of 2. This process repeats as r increases further, leading to more
complex periodic orbits with periods of 4, 8, 16, and so on.

At a critical value of r, the map undergoes a transition to chaotic behavior,
characterized by sensitive dependence on initial conditions and aperiodic orbits. The
chaotic behavior of the logistic map has been studied extensively and has applications
in fields such as physics, biology, and cryptography.

The logistic map has also been used in various encryption algorithms, as it can be used
to generate a pseudorandom sequence of numbers that can be used to scramble data.
However, its use in encryption has been criticized due to the fact that the map is
deterministic and can potentially be hacked through various attacks [9].

2.2. The Henon map

The Henon map is a two-dimensional nonlinear map that exhibits chaotic behavior. It
is defined by the equations:
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where x/n] and y[n] are the values of the variables at time n, and a and b are
parameters that control the behavior of the map. The map is typically visualized by
plotting the value of y/n] versus x/n].

The Henon map exhibits a wide range of behaviors depending on the values of the
parameters a and b. At certain parameter values, the map exhibits chaotic behavior,
characterized by sensitive dependence on initial conditions and aperiodic orbits. The
chaotic behavior of the Henon map has been studied extensively and has applications
in fields such as physics, biology, and cryptography.

The Henon map has also been used in various encryption algorithms, as it can be used
to generate a pseudorandom sequence of numbers that can be used to scramble data.
However, like other chaotic maps, the Henon map is deterministic and can potentially
be hacked through various attacks. Therefore, researchers continue to explore the
potential uses of chaotic maps in encryption and other fields of study [10].

2.3. The Lorenz system

The Lorenz system is a set of three coupled nonlinear differential equations that
exhibit chaotic behavior. It was introduced by Edward Lorenz in 1963 as a simplified
model of atmospheric convection, and has since been studied extensively in the fields
of physics, engineering, and mathematics.

The Lorenz system is defined by the equations:
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where x, y, and z are the variables that describe the state of the system, and o, p, and
p are parameters that control the behavior of the system. The system exhibits chaotic
behavior for certain values of the parameters, characterized by sensitive dependence
on initial conditions and aperiodic orbits.
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The Lorenz system has been used in various applications, including weather
forecasting, fluid dynamics, and cryptography. However, its use in encryption has
been criticized due to the fact that the system is deterministic and can potentially be
hacked through various attacks [11].

The Lorenz system, Henon map, and Logistic map have different advantages and
limitations in terms of implementation results in cryptography. The Lorenz system
has good security properties but requires high computational resources, while the
Henon map and Logistic map have good performance but may be vulnerable to some
attacks. The choice of which system to use in cryptography depends on the specific
requirements of the application and the desired security properties [12].

3. AES and Blowfish encryption algorithm

AES (Advanced Encryption Standard) is commonly used in text encryption to protect
the confidentiality of messages or data being transmitted or stored. In text encryption,
plaintext is transformed into ciphertext using AES, which makes it unreadable to
anyone who does not have the key to decrypt it.

AES can be used in a variety of text encryption applications, including email, instant
messaging, file sharing, and cloud storage. For example, AES can be used to encrypt
email messages to prevent unauthorized access to the content of the email. AES can
also be used to encrypt files stored in the cloud to prevent unauthorized access to the
data.

To use AES for text encryption, a key is needed to encrypt and decrypt the data. The
same key is used for both encryption and decryption, so it must be kept secret to
maintain the security of the encrypted data. The key can be generated by a random
number generator or derived from a passphrase using a key derivation function.

AES supports three different key sizes: 128-bit, 192-bit, and 256-bit. The larger the
key size, the stronger the encryption, but also the slower the encryption and decryption
process. The choice of key size depends on the specific security requirements of the
application.

Blowfish is a symmetric-key encryption algorithm that can be used for text
encryption. It was designed by Bruce Schneier in 1993 as a fast, free alternative to
existing encryption algorithms.

Blowfish uses a variable-length key, which means that the key size can range from 32
bits to 448 bits. The algorithm consists of 16 rounds of a Feistel network, which is a
type of encryption algorithm that uses multiple rounds of substitution and permutation
to produce ciphertext.

In text encryption, Blowfish can be used to encrypt messages, files, and other types
of data. To use Blowfish for text encryption, a key is needed to encrypt and decrypt
the data. The same key is used for both encryption and decryption, so it must be kept
secret to maintain the security of the encrypted data. The key can be generated by a
random number generator or derived from a passphrase using a key derivation
function.

Both AES and Blowfish are widely used encryption algorithms that can provide strong
protection for text data. However, there are some differences between them that may
make one better suited for a particular application than the other.
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AES is considered to be one of the most secure encryption algorithms available and
is widely used in many applications, including text encryption. It has been extensively
analyzed and tested by the cryptographic community and is considered to be highly
resistant to attacks.

Blowfish is also a widely used encryption algorithm, but it is not as commonly used
as AES. It is a symmetric-key algorithm that uses a variable-length key, which means
that the key size can range from 32 bits to 448 bits. Blowfish is generally considered
to be a fast encryption algorithm, making it suitable for applications where speed is
important.

In terms of security, both AES and Blowfish are considered to be secure encryption
algorithms, but AES is generally considered to be more secure due to its larger key
sizes and stronger cryptographic properties. Additionally, AES is the current standard
for encryption and is widely used in many applications, including text encryption.
Overall, while both AES and Blowfish can provide strong protection for text data,
AES is generally considered to be the better choice for text encryption due to its
stronger security properties and widespread use [13].

4. Machine learning

There are different ways in which machine learning can be used for text encryption.
One approach is to use machine learning algorithms to create a model that can
automatically generate strong encryption keys or password for the encryption process.
Another approach is to use machine learning algorithms to create more complex
encryption algorithms that are harder to crack.

For example, machine learning algorithms such as neural networks can be used to
generate strong encryption keys based on patterns in input data. These algorithms can
analyze large amounts of data to find patterns and generate unique keys that are
difficult to guess. In addition, machine learning algorithms can be used to create more
complex encryption algorithms based on deep learning techniques, which can be
harder to crack by attackers.

Another way machine learning can be used in text encryption is through the detection
of malicious or fraudulent behavior. For example, machine learning algorithms can
be trained to detect patterns in encrypted data that are indicative of malicious activity,
such as an attacker attempting to decrypt the data. This can help to prevent cyber
attacks and protect sensitive data from being compromised.

Machine learning can be used to analyze encrypted text by using various techniques
such as homomorphic encryption, secure multiparty computation, and differential
privacy.

Homomorphic encryption allows computation on encrypted data without the need to
decrypt it. This technique is useful for privacy-preserving machine learning
applications, where the data owner encrypts their data and sends it to a model owner
who trains a model on the encrypted data without ever seeing the raw data. This
approach allows the data owner to keep their data private while still benefiting from
the model's predictions.

Secure multiparty computation (SMC) is another technique used for analyzing
encrypted text. It allows multiple parties to compute a function on their inputs without
revealing their private data to each other. SMC can be used for privacy-preserving
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machine learning applications, where multiple parties contribute their encrypted data
to train a model without revealing their data to each other.

Differential privacy is a technique used to protect individual privacy while still
allowing analysis of data. It adds noise to the data to ensure that individual records
cannot be identified, while still providing meaningful results. Differential privacy can
be used for machine learning applications where the goal is to protect the privacy of
the individuals whose data is being used to train the model [14].

5. Algorithm for text encryption based on random sequence

Using the methods and techniques presented above, we can formulate the general
approach as follows. Namely, firstly we generate a random sequence using a chaotic
dynamic system of prey-predator type with discrete delay. Delay plays the role of a
bifurcation parameter leading to chaotic behavior. The initial conditions and threshold
value play the role of the secret key. Firstly, we generate the chaotic trajectory of the
model flowing from the initial conditions. Further, the threshold value is used in the
following way. We construct the sequence of the markers by replacing the
corresponding element of the sequence with 1 if the element is greater than the
threshold, and O otherwise. Secondly, we apply the XOR operation of chars with the
elements of the chaotic trajectory marked by ones. For better encryption results the
value of the threshold can be chosen with the help of machine learning.

So, the algorithm consists of several steps:

Algorithm: Chaotic Sequence Text Encryption
Input:
* initial_condition: Initial condition for the chaotic system.
e threshold: Threshold value for constructing markers.
« num_elements: Number of elements in the text.
e r: Parameters for the chaotic dynamic system.
* 1 Discrete delay for chaotic sequence generation.
e text: The text to be encrypted.

* encrypted_text: The encrypted text.

1. Generate Chaotic Sequence:
e Initialize x with the initial_condition.
*  For each iteration from 1 to num_elements + delay:
»  Update x using the dynamic map: xg, 413 = f(x,, 7, 7).
e Append the updated x to the chaotic sequence.
2. Create Markers:
*  Generate a sequence of markers by comparing each element of the
chaotic sequence with the threshold.
e If the element is greater than the threshold, set the
marker to 1.

e Otherwise, set the marker to 0.



Research and development of text information encryption algorithms ... 195

3. Encrypt Text:
*  For each character in the input text:
e XOR the character with the corresponding marker from
the generated sequence.
e  Append the result to the encrypted text.
4. Output Result:
e Return the encrypted_text.

Example Usage:

initial_condition = 0.4
threshold = 0.6
num_elements = 1000

r = 3.8

delay = 5

text = "Hello, World!"
encrypted_text =
ChaoticSequenceEncryption(initial_condition, threshold,
num_elements, r, delay, text)

This algorithm utilizes a chaotic sequence to generate markers based on a threshold,
which are then used to XOR the characters of the input text for encryption. The chaotic
dynamics, initial conditions, and threshold serve as the encryption key, providing
a level of security to the text.

Below is a simple Python implementation using the map as a chaotic system.
import numpy as np

def f(x, r, delay):
return r * x * (1 - x) # example of logistic map

def generate_chaotic_sequence(initial_condition, threshold,
num_elements, r, delay):
chaotic_sequence = []

x = initial_condition
for _ in range (num_elements + delay):
x = f(x, r, delay)

chaotic_sequence.append (x)

markers = [1 if element > threshold else 0 for element in
chaotic_sequence[delay:]]

return markers

def encrypt_text (text, markers):
encrypted_text = "'
for i in range(len(text)):
encrypted_char = chr(ord(text[i])
len (markers) ])
encrypted_text += encrypted_char
return encrypted_text

A

markers[i %
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def decrypt_text (encrypted_text, markers):
return encrypt_text (encrypted_text, markers) # XOR
operation is its own inverse

This code defines functions for generating a chaotic sequence using the logistic map,
creating markers based on a threshold, and encrypting and decrypting a given text
using XOR with the markers. The chaotic sequence is used to create markers that are
XORed with the text characters for encryption and decryption.

# Example usage:

initial_condition = 0.4

threshold = 0.6

num_elements = 1000

r = 3.8

delay = 5

chaotic_markers =
generate_chaotic_sequence (initial_condition, threshold,
num_elements, r, delay)

# Text to be encrypted
original_text = "Hello, World!"

# Encrypt the text
encrypted_text = encrypt_text (original_text, chaotic_markers)
print ("Encrypted text:", encrypted_text)

# Decrypt the text

decrypted_text = decrypt_text (encrypted_text,
chaotic_markers)

print ("Decrypted text:", decrypted_text)

6. Conclusions

In recent years, the fusion of chaotic maps and machine learning techniques has
emerged as a promising avenue for enhancing cryptographic methods, particularly in
securing sensitive information such as medical data. The surveyed literature
showcases diverse applications, from securing physiological signal data like
electrocardiograms to protecting multimedia data through deep learning-based chaotic
logistic maps.

Several studies have demonstrated the synergy between chaotic systems and machine
learning in diverse domains. Notable examples include the use of deep learning-based
algorithms for intelligent encryption in real-time image text and financial security
systems. Additionally, novel approaches, like the integration of true random numbers
and chaotic systems in image encryption cryptosystems, highlight the continuous
exploration of innovative techniques in the field.

The research landscape encompasses the development of image encryption algorithms
using Optimal Filter Long Short-Term Memory (OF-LSTMs) and chaotic sequences,
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proving robustness against various attacks and outperforming existing methods.
Furthermore, the introduction of DeepKeyGen, a deep learning-based stream cipher
generator for medical image encryption and decryption, exemplifies the potential of
machine learning in generating secure cryptographic keys.

While image encryption has been extensively explored, text encryption using chaotic
sequences and machine learning remains relatively unexplored. The proposed
algorithm addresses this gap, offering a method to generate a random sequence using
a chaotic dynamic system with discrete delay for text encryption. The integration of
machine learning in selecting the threshold value enhances the security of the
encryption process.

The paper also delves into the characteristics and applications of chaotic maps such
as the logistic map, Henon map, and Lorenz system. These maps, despite having their
advantages and limitations, contribute differently to the implementation results in
cryptography. The selection of a particular chaotic system depends on the specific
requirements of the application and the desired security properties.

Furthermore, the paper introduces the widely adopted Advanced Encryption Standard
(AES) and Blowfish encryption algorithms for text encryption. While both algorithms
offer strong protection for text data, AES is generally considered superior due to its
larger key sizes and stronger cryptographic properties. The discussion underscores the
importance of choosing encryption algorithms based on specific application
requirements.

In the realm of machine learning, the paper explores various applications, including
the generation of strong encryption keys, the development of complex encryption
algorithms, and the detection of malicious behavior in encrypted data. The utilization
of techniques like homomorphic encryption, secure multiparty computation,
and differential privacy showcases the versatility of machine learning in enhancing
text encryption while preserving privacy.

In summary, the paper highlights the evolving landscape of cryptographic techniques,
emphasizing the symbiosis of chaotic maps and machine learning in securing diverse
forms of sensitive information. The proposed algorithm for text encryption adds
a novel dimension to this landscape, offering a potential avenue for ensuring the
security of text-based data in the face of evolving threats.
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