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ZASTOSOWANIE PLATFORMY IBM QRADAR SIEM DO
WYKRYWANIA KRYTYCZNYCH ZAGROZEN DLA
CYBERBEZPIECZENSTWA

Streszczenie: Informacje na temat wazno$ci zapewnienia bezpieczenstwa danych zostaly
omdéwione w artykule, na przyktadzie uzycia systemu SIEM. Opisano uzytkowanie system IBM
QRadar, a takze scenariusz ataku hackerskiego oraz §rodki zaradcze (przeciwdziatania) termu
— sugerowane przez analityka bezpieczenstwa. Opisano jak je zaimplementowano i uzyto.

Stowa kluczowe: ataki, zagrozenia, cyberzagrozenia, bezpieczenstwo, systemy SIEM,

QRadar.

APPLICATION OF IBM QRADAR SIEM PLATFORM TO
DETECT CRITICAL CYBERSECURITY THREATS

Summary: Information about the importance of ensuring information security is given using
the example of SIEM systems. The operation of the IBM QRadar system has been
demonstrated, and the scenario of an attack by an attacker and countermeasures by a security
analyst has been developed and implemented.

Keywords: attacks, threats, cyber threats, security, SIEM systems, QRadar

1. Introduction

It is difficult to imagine the modern world without technologies, where every process,
production, and even personal life of a person is connected with them. Today,
information has become a commodity that can be exchanged, bought, or sold.
Information becomes too valuable, sometimes even more valuable than the devices

I Lviv Polytechnic National University, student of Information Protection Department,
oleg.ivanochkolenovo @ gmail.com

2 PhD, Lviv Polytechnic National University, Associated Professor of Information Protection
Department, oleh.harasymchuk @gmail.com

3 PhD, Separated Subdivision of National University of Life and Environmental Sciences of
Ukraine Berezhany agrotechnical institute, Associated Professor of Energy and Automatics
Department, ramsh_v @ukr.net



82 Oleh IVANOCHKO , Oleh HARASYMCHUK , Vasyl RAMSH

on which it is stored. As digital information processing devices improve, so does the
number of possible vulnerabilities in the programs or physical devices that are created,
as no perfectly configured system works flawlessly and is completely secure. As the
demand for information grows, some individuals intend to find vulnerabilities in data
transmission/storage/processing devices and gain unauthorized access to data, use it
for their purposes, or destroy it altogether, thus causing damage. This also applies to
large corporate networks where people work with large customer/resource bases.
Every node in this network is a door for a criminal. Therefore, an integral part of
information security is the control of these very "nodes", namely, keeping records of
actions important for security (so-called "logs"), such as an attempt to log into the
system, logging into the system, changing configurations, sending data via networks
and others. It is for this purpose that there are software solutions created for the
collection, analysis, and storage of logs - SIEM (Security Information and Event
Management) systems [1-3].

Due to the phenomenon of worldwide globalization, the number of mega-corporations
that own a large amount of their customers' data is growing, making them a target for
criminals. Therefore, every corporation or business that works with a large staff of
employees in the network needs to implement an SIEM - a system for the timely
prevention of hacking attempts. Even if the data was still compromised, the SIEM
system will help investigate this breach and reproduce all the steps taken by the
attacker, which will help prevent similar attacks in the future [4-5]. With the growth
of large companies, the number of logs that the SIEM system must process promptly
also increases. Since the developers of SIEM systems are interested in optimizing the
performance of the correlation core without increasing the physical resources of the
system, and the number of cybercrimes is only increasing every year, SIEM systems
will become even more relevant.

The purpose of the work is to research and analyze the operation of the information
security management system and IBM QRadar SIEM information security events, to
detect the actions of an attacker using this software..

2. An example of cyber threat detection using QRADAR SIEM

2.1. The main purpose and functions of SIEM systems

SIEM solutions that monitor information analyze security events in real-time that are
received from network devices, information protection tools, IT services,
infrastructure, and applications. SIEM systems are provided to providers as hardware
devices, software or services, and applications for event collection and processing,
notification, report generation, and visualization of IS violations. The composition
and implementation of such components completely depend on the solution
architecture, implementation size, performance parameters, and even the geographical
location of the system.

The first task of a SIEM is to get data from the source. It can be both an "active"
source that knows how to transmit data to the SIEM and is enough to specify the
network address of the receiver and a "passive" one that the SIEM system must contact
itself. After receiving data from the source, the SIEM system transforms them into the
same format suitable for further use - this is called normalization. It can be compared
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to a large company of people from different countries: everyone speaks their
languages, and the SIEM system listens and normalizes everything, that is, translates
everything into English, so that you can then review the entire conversation in a single
language that everyone understands.

Next, the SIEM system performs taxonomy, that is, it classifies already normalized
messages depending on their content: which event indicates successful network
communication, which - about the user's login to the PC, and which - about the
activation of the antivirus. Thus, not just a set of records is obtained, but a sequence
of events with a certain content and time of occurrence.

Then the main mechanism of SIEM systems comes into play: correlation. Correlation
in SIEM is a correlation between events that meet certain conditions (correlation
rules). An information security incident is formed as a result of the activation of the
correlation rules in the SIEM system (in some systems, for example, in SIEM IBM
QRadar [1-6], the incident is called Offense). At the same time, the IS specialist when
working with SIEM should be able to quickly search through the previous incidents
and events stored in the SIEM system in case he needs to learn any additional technical
details to investigate the attack.

An example of where a general SIEM receives data is shown in Figure 1.
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Figure 1. SIEM data sources

It is also worth adding that SIEM systems are intended only for monitoring
and responding to incidents, and they do not allow for protection against threats
or prevent them.

It can be said that without SIEM, no complex information security system can
function.

The first task of a SIEM is to log security incidents in real time. The sooner the analyst
receives notification of the incident, the sooner he can take certain measures.

The second task is to provide a convenient toolkit for retrospective analysis of security
incidents and their investigation. All data presentations should be completely
readable, easy to understand, and logically organized.

A properly configured SIEM is the brain of an information security system, but
training this brain requires a very high level of specialist knowledge and well-defined
IS processes.

In an ideal situation, the more event sources there are, the less likely it is to miss an
important security event and fail to identify a significant incident, resulting
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in a so called False Negative of the second kind, which sounds otherwise like
an "undetected threat."
But practice suggests that with very large flows of events, the probability of errors of
the first kind, False Positive, in turn, increases. Processing a large amount of data
in a short period leads to the complication of the task of writing complex correlation
rules and filtering processes that will handle these same errors. Not to mention that
handling additional events can seriously add to the price of a SIEM solution.
Sometimes best practices recommend limiting the volume of events by filtering them
by severity and specific source modules (facility). Such techniques are specifically
used to preserve the performance of the SIEM system since not everyone can afford

large capacities.

2.2. Comparative characteristics of modern SIEM systems

Let's consider modern SIEM solutions using the example of IBM QRadar,
LogRhythm, and Splunk and their differences.

Table 1. Comparative of modern SIEM systems
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monitoring endpoints,
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It is necessary to Customers Splunk customers
improve analytics and LogRhythm give high marks for
Customer QRadar behavior, Offer generally ease of integration,
experience as well as processes positive reviews about | quality, and
sales/contracting opportunities for the accessibility for
contracts supplier. product. end-user training,
and the quality of
the peer community
compared to their
competition.

So, after reviewing the comparative analysis, we can conclude that each
manufacturer's system has its characteristics and advantages.

Instead, the QRadar complex provides a high level of scalability and productivity,
centralized management, the possibility of configuration and adaptation to specific
requirements based on service masters, and other benefits.

The main advantages of the application of IBM QRadar are increasing the level of
security of the information infrastructure as a result of prompt response to information
security incidents; acceleration and automation of the identification process, as well
as further investigation of incidents; centralized an approach to the tasks of processing
and storing information security events.

2.3. Overview of QRadar SIEM

IBM QRadar® Security Information and Event Management (SIEM) is designed to
provide security teams with a centralized view of events across the enterprise
and to properly prioritize those events for the fastest possible security decisions
and actions. As a first step, this SIEM solution virtually ingests large amounts of data
from all company endpoints and provides a comprehensive view of activity across
on-premises and cloud environments. While processing the data, QRadar shows
the threats in real time and prioritizes them based on the created rules and intelligent
intelligence data. Actionable alerts provide greater insight into potential incidents,
allowing security analysts to respond quickly and limit the actions of attackers. Unlike
other solutions, QRadar is specifically designed to reference best practices with easy
scalability and low effort to configure [6].

This solution includes more than 450 pre-built device support modules (Device
Support Modules (DSMs)) that provide fast integrations with ready commercial
technologies. Customers can simply send logs to QRadar, and the SIEM solution itself
will automatically identify the source type and apply DSM to parse and normalize
incoming data quickly. The result is that with QRadar, customers can work with data
much faster than with other solutions. An additional advantage is the ability to install
new integrations through a special application center "IBM Security App Exchange".
Figure 2 shows where all this data comes from in QRadar SIEM.
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Figure 2. Sources of data sent to QRadar

QRadar includes a variety of anomaly detection capabilities to better identify changes
in behavior that may be indicators of an unknown threat. The unique ability of this
solution allows you to monitor and analyze the traffic of applications that operate at
the 7th level of OSI. This allows for more accurate detection of anomalies than is the
case with other SIEM solutions.

Qradar provides transparency, accountability, and measurability. These three points
are essential to a company's success in meeting standards. The solution's ability to
correlate and integrate threat information helps provide a more complete picture of IT
risk reporting to auditors. Hundreds of ready-made reports and rule templates also
facilitate faster compliance with standards.

2.4. Practical cyber threat detection with QRadar STEM

Working with the received data can be quite a difficult task. Every second, thousands
of activity logs are received in the centralized system, and not every system can cope
with such a flow of data. In order not to overload the analysis systems, you must first
configure the correct collection of logs.

For the most part, for small companies, standard settings for system audits are used,
which are configured in GPO (Group Policy Object). GPOs are a tool available to
administrators who configure Active Directory architecture. It allows you to centrally
manage settings on domain-joined client computers or servers, and quickly distribute
software.

During the test, all actions were pre-agreed and performed on real systems that
guarantee the safety of employees in the company.

The first implemented attack scenario is simple. The attacker is trying to gain
unauthorized access to the system administrator account where the company's two-
factor authentication settings console is located. To do this, he must use the "brute-
force" password selection technique.

The method of selecting passwords allows an attacker to quickly select the correct
login data for user accounts with the help of utilities that automate the entire process.
Bruteforce is currently one of the most popular methods of cracking passwords to user
accounts of any service.
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First, the attacker conducts reconnaissance, which helps to find out which users are
administrators in the internal systems of companies. After the required information
has been obtained, he enters the systems and searches for login forms.

In the scenario to prevent such an attack, the security analyst should analyze the
activity logs coming from the two-factor authentication administration panel
in advance and configure a rule that will count the failed login attempts to the admin
panel: "If in the last 5 minutes, there were at least 5 failed login attempts to the panel
administrator (for this event there is a special identifier that is recognized
by the QRadar solution), then you need to create a security alert." In fig. 3-4 shows
the configuration of this rule in the QRadar system.

After the SIEM solution detects these unsuccessful login attempts, an “Offense” will
be generated with the corresponding name “Authentication: DUO admin console
multiple unsuccessful logins”.
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Figure 3. Creating rule logic
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Figure 4. Creating an action that will send a security alert

After going to the "Offenses" tab, where all security breach notifications are collected,
the security analyst sees that a security notification has arrived that indicates the brute
force that was created by the script (Fig. 5).
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Figure 5. Notification that the administrator's account is being hacked

The next action of the analyst is to investigate. Double-click on the message to open
more detailed information about the events. In Fig. 6, you can see the open message,
and it contains information about who is the victim of the attack, from which IP
address it is taking place, and how many times the attacker tried to log into the
account.
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Figure 6. View of a security breach message

After taking appropriate actions, such as blocking the IP address from which the attack
is taking place, the security analyst can "close" the incident by clicking on the
"Actions" and "Close" buttons, respectively (Fig. 7).
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Figure 7. Closing the incident

Next, in the context menu, you need to select the reason for closing and write
an additional explanatory comment. False-Positive is chosen, since this activity
in our case is only a simulation of an attack (Fig. 8). Also, in addition to False-Positive

(an error of the first kind), there are such options as: "policy violation", "is

not a security problem", "testing rule" in the reasons for closing.
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Figure 8. Selecting reasons and writing a comment before closing the incident

In this way, we show how the IBM QRadar SIEM system receives logs, processes
them and, with the help of configured security rules, detects anomalies and creates
notifications for security analysts about violations.

It was developed and implemented attacker scenarios and security analytics. On the
part of the attacker, a "Brute Force" attack was carried out on the web panel of the
two-factor authentication administration, and on the part of the analyst, a rule was
developed that detected the attack and sent a security alert.

After the experiment and the obtained results, it was concluded that the IBM QRadar
SIEM solution copes well with the tasks of constant monitoring of the company's
activities.

Therefore, the correct setting of log collection is a guarantor of the effectiveness
of detecting anomalies and threats to the company's security. The company should
have a separate department for information protection and a working SIEM system.
Security teams must properly configure the relationships between the components of
SIEM solutions as required by the architecture itself.

3. Conclusions

The paper considers the use of SIEM solutions to guarantee security in corporate
networks. Based on reviewed literary sources, expert opinions of leading specialists
in the IT industry, and statistical data, the relevance of the topic has been established.
Analyzed SIEM systems as an additional and very important element of protection
against targeted attacks in which the system detects an intrusion. Data collection and
event processing in modern SIEM systems and their comparative characteristics are
studied.
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Based on the results of a comparative analysis of existing solutions in the market of
SIEM systems, IBM QRadar was chosen. An analysis of the characteristics, features
of work, and sources of information with which this SIEM system works has been
carried out. The description of its operation, architecture, and appearance of the
console is considered. Here are some examples of what data IBM QRadar can accept.
In the example of the work of this modern SIEM system, work with security incidents
is demonstrated, as well as how to counter and investigate the attempts of a possible
attacker to attack the corporate network. Reports and statistics of all events that
occurred in the system are provided. Demonstrated successful detection of a web
application attack using customized rules.
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